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Introduction 
•  About Me 

–  Michael Gianarakis 
–  Senior Security Consultant at Securus Global 
–  Working in application security for six years 
–  Focus on mobile application security 

About Securus Global 
Provide information security assessment, advisory and assurance 
services including  security strategy, security products, penetration 
testing, PCI DSS assessments and  compliance audits. 
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It’s also created a lucrative target for 
hackers. 
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Before we get started…. 



 
 

Understanding the Mobile Threat Model 
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So what are the threats…. 
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That’s a lot of red… 
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Understanding the Risks 
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In all of the mobile apps that we have tested 
for clients, these five risk are the most 
prevalent 
 



This is surprisingly consistent across all of 
the apps that we have tested: 

– Banking and trading applications 
– Secure document reader applications 
–  Internal applications 
– Commercial applications 
– Brochureware 

 
 



We can simplify these risks by grouping 
them into three core areas: 
 

1.  Data Security 
2.  Runtime Security 
3.  Transport Security 



 
 

Identifying the Vulnerabilities 



Data Security 

 
Improperly secured data stored on the 
mobile device is unfortunately very common. 



Data Security 

I have come across all kinds of sensitive 
information stored in clear text including: 
 

– Usernames and passwords 
– Encryption keys 
– Personal information 
– Location data 

 



Data Security 

There are two main types of data security 
issues: 
 

1.  Insecure data storage (M2) 
2.  Unintended data leakage (M4) 



Data Security 

Insecure data storage is when sensitive data 
is stored on the device that was not 
appropriately secured by the developer 
 
Unintended data leakage typically occurs 
when sensitive information is stored 
automatically by the mobile operating 
system 



Data Security 

Sensitive data not appropriate secured by 
the developer includes: 

–  Unencrypted databases 
–  Storing sensitive information in preference files 
–  Encrypting the data but storing the encryption key in a 

clear text file 
–  Improper use of system stores such as the Keychain 
–  Logging sensitive information to the device logs 
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Data Security 

Sensitive data stored by the mobile 
operating system includes: 

–  Background screenshots (iOS) 
–  Caches including browser caches and autocorrect 
–  System pasteboard 



Data Security 

Unfortunately developers do not often 
realise that the mobile operating system is 
storing this information 
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Runtime Security 

On mobile devices the execution 
environment is not controlled by us. 
 
Once the security of this environment is 
compromised, either through malware and 
remote exploits or intentionally through 
jailbreaking or rooting, all bets are off. 



Runtime Security 

Attackers can modify an application’s 
behaviour at runtime allowing them to 
completely modify how the application is 
run. 
 
It is possible create and call ad hoc methods 
as well as create ad hoc classes and 
methods on the fly.  
 



Runtime Security 

These properties allows attackers to 
manipulate and abuse the runtime of the 
application. 
 
Typically you can manipulate the runtime to 
bypass security locks, break logic checks, 
escalate privilege or steal information from 
memory. 
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Transport Security 

 
Transport security is important for mobile 
applications as most users will connect their 
devices to untrusted networks 



Transport Security 

 
It is common to find insecurely implemented 
transport security: 

–  Lack of SSL certificate validation 
–  Unencrypted communications (although this is less common)

  



Transport Security 

Often times SSL validation will be a toggle in 
the application. 
 
This is usually a holdover from development 
where the development environment does 
not have valid certs and is typically 
encapsulated in a variable somewhere. 

  



Transport Security 

Sometimes developers will forget to set SSL 
validation in the final build. 
 
Also, as we saw before, variables are easy 
to manipulate.   
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Transport Security 



 
 

Defending Mobile Applications 



Defending Mobile Applications 

Challenges: 
–  Devices are easily lost, stolen or compromised 
–  There are multiple attack vectors outside of your 

control 
–  Once the security of the device is compromised all 

best are off 
–  Platforms are constantly evolving 
–  Customers expect rapid iteration 
–  Developer inexperience with platforms (although this 

is improving) 



Defending Mobile Applications 
First of all focus on the basics: 

– Define the risk profile of the application 
– Secure development practices 
– Thorough security testing 
– Monitoring and review 

 



Defending Mobile Applications 
 
 
Effective information security is a process for 
managing business risk, not a product. Beware of 
“silver bullet” solutions. 
 



Defending Mobile Applications 
 
 
 
The security of your application is your 
responsibility - not Apple, or Google or Microsoft 



Defending Mobile Applications 
Mobile application security design principles: 

–  Assume the client is compromised 
–  Assume the application will connect to untrusted 

networks 
–  Assume the underlying operating system is 

compromised 



Assume the client is compromised: 
•  Do not store sensitive information on the 

device 
•  Do not implement sensitive functionality in 

the client – always implement on the server 
•  Do not trust user input 

Defending Mobile Applications 



Assume the application will connect to 
untrusted networks: 

•  Do not transmit sensitive information 
unencrypted 

•  Do not use weak encryption 
•  Establish and validate certificate chain 

Defending Mobile Applications 



Assume the underlying operating system is 
compromised: 

•  Genuine users will jailbreak their devices 
•  Attackers will jailbreak target devices 
•  Do not assume that physical access to the 

device is necessary for an attacker to 
compromise the device 
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Data Security 
•  Preference is to not store sensitive data 
•  Be realistic about requirements to actually 

store data (remember these devices are 
always connected) 

•  Be conscious of inadvertent data leakage 
by the operating system 

•  If storing sensitive data – encrypt but be 
aware of key management difficulties 

Defending Mobile Applications 



Transport Security 
•  Encrypt all traffic  
•  ALWAYS validate certificates 
•  Certificate pinning 
•  Be aware of lax controls in development 

environments filtering through to production 
•  Do not use weak protocols (SSLv2, BEAST, 

CRIME etc) 

Defending Mobile Applications 



Runtime Security 
•  Don’t trust user input 
•  Although hard to implement consider 

runtime security mechanisms 
•  Anti-debugging 
•  Jailbreak detection 
•  Tamper response 

Defending Mobile Applications 



Unfortunately it is impossible to completely 
secure mobile applications 

•  Anybody with a copy of the application and a 
debugger can compromise the security of the 
application 

The aim is to make it significantly harder for the 
attacker such that the economic benefits of 
attacking the application are outweighed by the 
difficulty of the attack. 

Defending Mobile Applications 



Questions? 
 


