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CTF Event Background

Social engineering is the act of manipulating people into performing
actions or divulging confidential information, rather than by breaking
in or using technical cracking techniques.

The team at Social-Engineer.org was invited to run the Social /
Engineering Capture the Flag (SE-CTF) event for Defcon 18 v

Contestants were assigned a target company, with each having two/
weeks to use passive information-gathering techniques to build a /
profile. ,g
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Information Sources

The contestants used many different sources for gathering data on i
the assigned targets.

However, a few information sources were used by almost every
. ;, |
contestant: Google, LinkedIn and Facebook. gk
0%
LinkedIn is a service that has not received as much popular ,;g‘,%‘
. . g
attention, but in the context of the CTF event was far more useful ;g;g‘,%},‘
. . . p e
than any other single information source. 955%9%
59%9%9%
y / s AR




SecurusGlobal

Sources Of Information:

flickr “Gsquipoo

vz Google

oip’s [ il feiets

TechCrunch C H"bs‘}f’t
oogle
8 del.icio.us

YAHOO! answens
your bookmarks

7 reddit

Linkedm. m A . ‘dzone
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Pretexts Used

Pretexting is when a social engineer develops a storyline that he or
she are able to portray to the target.

The pretext of a survey is an obvious one that justifies the

: : : : )
contestant making a great number of questions without alarm being 4~
. . e
raised. éé‘g’;‘g@
. . g
The pretext of internal employees, however, is a more complex ,,;;g;gg%},‘
H . . p &
pretext to successfully accomplish. Proper execution of this ;'f’;’féi,‘;‘:‘f,".
" . . " . v //: "‘ ‘
0[S "‘id{'ﬁ' (4""‘ i
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The Flags

Contestants were allowed 25 minutes to contact their assigned i
targets during the course of the contest.

Flags were picked to be non-sensitive information, and each was
assigned a point value based on the degree of difficulty in obtaining 4
the information associated with the flag. o
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In House IT Support?

How are Documents Disposed of?
Employee Schedules?

What Service Pack?
Version of Mail client?
Is there a Cafeteria?

Days of Months Paid?
Shipping Supplier?
Browser?

PDF Reader?

Trash Handling?

Who Does Offsite Back-Up? '||
PBX System? I

Mail Client?
Anti-Virus Used?

i
ESSID Name? ,,.’
",
Duration of Employment? w;;,‘
Time Deliveries Are Made? |
Version of Browser? f
/;’”""'
Version of PDF Reader? /
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Successfully Targeted
Employees

In the course of the contest, most successful calls were directed
toward call centers. This allowed for ease of contacting a potential
target, letting the focus of the contestant’s time to be directed

toward the collection of flags. »

w Call Center

w Specific Employee

Various

w Other
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How to Prevent Social \
Engineering Attacks

Education & Awareness
Social Engineering Audit i
Security policy
Vet your staff s
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Conclusion & |
Recommendations |

One of the primary factors in the success or failure of the contestant
in the Capture the Flag event had to do with the planning of the
overall attack.

. . . ) ; i

The most interesting aspect of this has to do with how quickly and "
easily information could be obtained from all companies in a g ,,;é;;%'%
relatively short period of time, even with the caller under pressure. ,,’;gg%‘g‘
: : /1955599%

An important aspect of what was revealed by this event was that /

companies are only as secure as their weakest employee




